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Practice - Create a Windows Virtual Machine

Create virtual machine

€ CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210804170416 - Microsoft Azure - Google Chrome

<« c @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07{9-7c40-44da-84d2-ed3bcdd8d354%2Fresou...

© ? ] o) & ccyaz104030821@outlo... @

Microsoft Azure R Search resources, services, and docs (G+/)
DEFAULT DIRECTORY

Home >

» CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210804170416 | Overview x - X
- Deployment

L Search (Ctrl+/) « li] Delete T Redeploy (O Refresh

- SIS € We'd love your feedback! —
& Inputs
7= Outputs @ Your deployment is complete
;‘ Template Deployment name: CreateVm-MicrosoftWindowsServer.Windowss... Start time: 8/4/2021, 5:07:02 PM

Subscription: Azure Pass - Sponsorship Correlation ID: b8568fb0-2ad4-469e-8d36-270d8aaac63¢ 0

Resource group: myResourceGroup
Security Center
\ Deployment details (Download) Secure your apps and infrastrud
Go to Azure security center >
A Next steps

Free Microsoft tutorials
Setup auto-shutdown Recommended
Start learning today >

Monitor VM health, performance and network dependencies Recommended

Run a script inside the virtual machine Recommended Work with an expert
Azure experts are service provid

1 Create another VM who can help manage your ass
and be your first line of suppor

Find an Azure expert >

Home > Virtual machines >

myvVM » - X

Virtual machine

I,D lsealch (Ctrl+/) I « & Connect | r Q‘ Restart D Stop [@] Capture @ Delete O Refresh I:I Open in mobile
B overview = A Essentials SO View
B Activity log Resource group (change) Operating system
myResourceGroup Windows (Windows Server 2019 Datacenter)
R,Q Access control (IAM) Status Size
Runnin: Standard DS1 v2 (1 vcpus, 3.5 GiB memory)
@ Tags 9 P Y
Location Public IP address
£’ Diagnose and solve problems East US 4071619
. Subscription (change) Virtual network/subnet
Settings ’ £ s
Azure Pass - Sponsorship myResourceGroup-vnet/default
& Networking Subscription ID DNS name
b84e07f9-7¢c40-44da-84d2-ed3bcdd8d354 Not configured
& Connect
Tags (change)
B Windows Admin Center Click here to add tags
(preview)
€ Disks Properties  Monitoring ~ Capabilities (8) ~ Recommendations  Tutorials
B size =
u Virtual machine f& Networking
O Security Computer name myvVM Public IP address 40.71.61.9
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o myVM 2 - X

Virtual machine

K4 Overview

Ctrl+/) | < & Connect Restart D Stop fﬂ: Capture M Delete C) Refresh L1 Open in mobile

Windows (Windows Server 2019 Datacenter) P

MicrosoftWindowsServer ddress

W Activity log

WindowsServ Private IP address
A2 Access control (IAM) indowsServer F addre

2019-Datacenter

net,
® Tags
Vi
Diagnose and solve problems
2 i gr r ve [ Resdy
% AAGTE EA size
Settings 2.7.41491.1010

Standard DS1 v2

® Networking

1

_

Connect RAM 3.5GiB

Windows Admin Center
(preview)

[

& Disks

myVM_disk1_f2adf2303434455d9c02fe75e2b2e3e9

£

Size = Not enabled

N/A

Q

Security

0

& Connect

- .
Windows Admin Center Extensions
(preview)

Connect to virtual machine

& myVM - 40.71.61.9:3389 - Remote Desktop Connection (=1 | >

Server Manager

@ ~  Server Manager * Local Server @1 F Mamge ool view e

52 Dashboard
§ Local Server

All Servers

i PROPERTIES

#R File and Storage Services b

EVENTS

Install web server
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& myVM - 40.71.61.9:3389 - Remote Desktop Connection o3| =

=

Recycle Bin

{Common HTTP Features, Default Document, D...

Zureuser>

View the IIS welcome page

€ IS Windows Server - Google Chrome [ & (= I

<« C A Notsecure | 40.71.61.9 e

=8 Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

&3z% Benvenuto #.2

‘ 3 ‘.' Bienvenido Hos geldiniz o'xan oona

Bem-vindo L)
KoAwg [lo6po
Vitsjte OpioaTE  V: n [SFESIEEE S noxanosars [UdVOZ0!

La e RR3D
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Practice - Scale Sets

Create a load balancer

€ Microsoft.LoadBalancer-20210804172318 - Microsoft Azure - Google Chrome

< ¢ @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7c40-44da-84d2-ed3bcdd8d354%2Fresou... [ Q@ ¥ :

i ? & 2 & ccyaz104030821@outlo...

. : ®
Microsoft Azure O Search resources, services, and docs (G+/) st o @
Home >
@ Deployment succeeded X
s Microsoft.LoadBalancer-20210804172318 | Overview » - Deployment ‘Microsoft.LoadBalancer-20210804172318'
e Deployment to resource group ‘myVMSSResourceGroup' was
successful.
O Search (Ctrl+/) « li] Delete (M Redeploy () Refresh
% Overview € We'd love your feedback! —>
3 Inputs
7= Outputs @ Your deployment is complete
Y
=) Template Deployment name: Microsoft.LoadBalancer-20210804172318  Start time: 8/4/2021, 5:25:23 PM
Subscription: Azure Pass - Sponsorship Correlation ID: f633673e-aee8-448-957b-80a54a8737el 0

Resource group: myVMSSResourceGroup
Security Center

v Deployment details (Download) Secure your apps and infrastructure
Go to Azure security center >
~  Next steps

Free Microsoft tutorials

Go to resource
Start learning today >

Work with an expert
Azure experts are service provider partne]
who can help manage your assets on Az
and be your first line of support.

Find an Azure expert >

Home > Load balancing - help me choose (Preview) >

<@myLoadBaIancer - e

Load balancer

If‘ ISearch (Ctrl+/) I « —> Move v il Delete () Refresh &7 Give feedback
& Overview = A Essentials JSON View
B Activity log Resource group (change) Backend pool
myVMSSResourceGroup -
. Access control 1AM) Location Load balancing rule
@ Tags East US =
. Subscription (change) Health probe
& Diagnose and solve problems Azure Pass - Sponsorship -
. Subscription ID NAT rules
Settings :
b84e079-7c40-44da-84d2-ed3bcdd8d354 0 inbound
B Frontend IP configuration SKU Public IP address
Standard 20.84.18.76 (myPip)

% Backend pools
Tags (change)
? Health probes Click here to add tags

Y= Load balancing rules
T T ——— Configure high availability and scalability for your applications
Create highly-available and scalable applications in minutes by using built-in load balancing for cloud services and virtual
machines. Azure Load Balancer supports TCP/UDP-based protocols and protocols used for real-time voice and video
messaging applications. Learn more '

Outbound rules

:l' Properties =

4
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B| Activity log

)
82 Access control (IAM)

® Tags

Vi Diagnose and solve problems

Balanice IPv4 and IE¥6 addresses Build highly reliable applications

Native dual-stack endpoints help meet regulatory
requirements and address the fast-growing number
of devices in mobile and IoT. Learn more ¢!

Load Balancer improves application uptime by
routing traffic to healthy nodes. Learn more '

i View health prob
Settings View frontend IP configuration

B Frontend IP configuration View load balancing rules

View backend pools

% Backend pools

? Health probes

Y= Load balancing rules é

Bl inbound NAT rules Secure your networks

*_ Outbound rules Co.mrol rfety«ork traffic and protect pn\l/ate networks
using built-in network address translation (NAT).

il Properties = Learn more

Create virtual machine scale set

€ CreateVmss-Canonical.UbuntuServer-18_04-Its-gen2-20210804174349 - Microsoft Azure - Google Chrome

<« € @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e079-7c40-44da-84d2-ed3bcdd8d354%2Fresou... [] & :

B ® @ o & coarldd38ouo. @

Microsoft Azure R Search resources, services, and docs (G+/) DEFAULT DIRECTORY @9

Home >

2 CreateVmss-Canonical.UbuntuServer-18_04-Its-gen2-20210804174349 | Overview » - X
¥% Dbeployment

‘)3 Search (Ctrl+/) « [l Delete [ Redeploy () Refresh

$8 ] Overview @ Wed love your feedback! —>

3 Inputs
7= Outputs @ Your deployment is complete
\
&) Template Deployment name: CreateVmss-Canonical.UbuntuServer-18_04-Its-... Start time: 8/4/2021, 5:48:18 PM
Subscription: Azure Pass - Sponsorship Correlation ID: 2d40f7b4-f039-431b-be40-1786ac8e8f3e 0

Resource group: myVMSSResourceGroup
Security Center
\ Deployment details (Download) Secure your apps and infrastruct

Go to Azure security center >
~  Next steps

Free Microsoft tutorials
Go to resource

Start learning today >

Work with an expert

Azure experts are service provid
who can help manage your asse
and be your first line of support.

Find an Azure expert >

5
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Home > CreateVmss-Canonical.UbuntuServer-18_04-lts-gen2-20210804174349 >

% myScaleSet =

Virtual machine scale set

[P ISearch (Ctrl+/) ] «

% Overview

Activity log

gﬂ Access control (IAM)

0 Tags

£ Diagnose and solve problems
Settings

Bl Instances

& Networking

Scaling

Disks

Operating system

o il »

Security

L myScaleSet =

Virtual machine scale set

|}3 kiearch (Ctrl+/) l «

% Overview =
Activity log

&{ Access control (IAM)

¢ Tags

2 Diagnose and solve problems

Settings

B Instances

£ Networking
Scaling

Disks

Operating system

Security

2 e i ®

Guest + host updates =

% myScaleSet

Virtual machine scale set

[P bearch (Ctrl+/) | «

% Overview

E Activity log

fa Access control (IAM)
¢ Tags

2 Diagnose and solve problems

Settings

KB Instances

£ Networking
Scaling

Disks

Operating system

Security

g2 e i ®

Guest + host updates =
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= Move v [> sStart
\ Essentials

Resource group (change)
myVMSSResourceGroup

Status
2 out of 2 succeeded

Location
East US

Subscription (change)
Azure Pass - Sponsorship

Subscription ID
b84e07f9-7c40-44da-84d2-ed3bcdd8d354

Q' Restart D Stop [ﬁ_TI Delete O Refresh

Operating system
Linux

Size

Standard_DS1_v2 (2 instances)

Public IP address
20.84.18.76

Public IP address (IPv6)

Virtual network/subnet
myVMSSResourceGroup-vnet/default

Orchestration mode

Uniform
Tags (change)
Click here to add tags
Properties  Monitoring ~ Capabilities (6) ~ Recommendations  Tutorials
— Move v [> Start Q‘ Restart D Stop @ Delete O Refresh

n Virtual machine profile

Operating system Linux

Publisher Canonical

Offer UbuntuServer

Plan 18_04-Its-gen2
% Availability + scaling

Availability zone -

Proximity placement -

group

Colocation status =

Host group =

Instance count 2

Scaling Manual

Scale-In policy Default

Overprovisioning Enabled

= Move v [> Stat ' Restart

Fault domain count 5

D Stop ]E Delete O Refresh

Single placement group Not enabled

T Management
Upgrade policy Manual

Boot diagnostics Enabled

System assigned identity Not enabled

Automatic OS upgrades Not enabled

Termination notifications Not enabled

Termination delay -

”0‘; Health and repair
Health monitoring Not enabled
Health monitor -
Automatic repairs Not enabled

Grace period -

6

&

=

Networking
Public IP address 20.84.18.76
Public IP address (IPv6) -

Virtual network/subnet

Size

Size Standard_DS1_v2
vCPUs 1

RAM 3.5GiB

Disk

0S disk Premium SSD LRS
Ultra disk compatibility Disabled

Data disks 0

Managed disks Enabled
Ephemeral OS disk N/A

Azure Spot

Azure Spot Disabled
Extensions

myVMSSResourceGroup-vnet/default

JSON View
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Practice — Virtual Networks

€ Microsoft.VirtualNetwork-20210803110450 - Microsoft Azure - Google Chrome

<« 6 @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7¢c40-44da-84d2-ed3bcdd8d354%2FresourceGr... Q¥

e @ & 7 &  coyazl04030821@outlo.. @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @i

Home >
» Microsoft.VirtualNetwork-20210803110450 | Overview » - X
Deployment
| search (Ctrl+/) « li] Delete (1) Redeploy () Refresh

geverew € We'd love your feedback! —

& Inputs
7= Outputs @ Your deployment is complete
\
i Template Py Deployment name: Microsoft.VirtualNetwork-20210803110450  Start time: 8/3/2021, 11:09:20 AM

Subscription: Azure Pass - Sponsorship Correlation ID: 63al0ad2-804a-4196-a274-7c87482633b 0

Resource group: myResourceGroup

Security Center
\ Deployment details (Download) Secure your apps and infrastructure

Go to Azure security center >
A Next steps

Free Microsoft tutorials
Start learning today >

Work with an expert

Azure experts are service provider par
who can help manage your assets on
and be your first line of support.

Find an Azure expert >

€ myVNET - Microsoft Azure - Google Chrome

<« C @ portal.azure.com/#@ccyaz104030821outlook.onmicrosoft.com/resource/subscriptions/b84e07f9-7c¢40-44da-84d2-ed3bcdd8d354/resourceGroups/myResourc... Q¥

i Sy et and docs (G &5 & ccyaz104030821@outlo... @
Microsoft Azure P Search resources, services, and docs (G+/) &_V‘ @ @ R DEFAULT DIRECTORY @0

Home > Virtual networks >
2> myVNET = - b

Virtual network

£ Search (Ctrl+/) « () Refresh —> Move  [il] Delete
4> Overview = A Essentials JSON View
B Activity log Resource group (change) Address space
myResourceGroup 10.1.0.0/16

A2 Access control (IAM) Lication DNS servers
¢ Tags East US Azure provided DNS service

) Subscription (change)
& Diagnose and solve problems Azure Pass - Sponsorship
p— Subscription ID

Sngs b84e07f9-7¢40-44da-84d2-ed3bcdd8d354
4> Address space Tags (change)
& Connected devices Click here to add tags
4> Subnets Connected devices
| 0 search connected devices
@ DDos protection
Device T} Type Ty IP Address Ty Subnet Ty
& Firewall
myBastionHost bastionHosts = AzureBastionSubnet
] Security =
B2 DNS servers -
< »

8
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Create virtual machines

Create the first VM

G CreateVm-Mi i -201-20210803112418 - Microsoft Azure - Google Chrome
< c @& portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7c40-44da-84d2-ed3bcdd8d354%2Fres... Q@  ¥r :
N : ccyaz104030821@outlo. [ )
P Search resources, services, and docs (G+/) G [? ) ket Do D
Home >
w» CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803112418 | Overview » - X
Deployment
‘ P Search (Ctrl+/) ‘ « @ Delete Y ﬁ| Redeploy O Refresh
o) Overvicw € We'd love your feedback! —>
& Inputs .
7= Outputs @ Your deployment is complete
o
By Temiplate g Deployment name: CreateVm-MicrosoftWindowsServer.WindowsS... ~ Start time: 8/3/2021, 11:29:23 AM
Subscription: Azure Pass - Sponsorship Correlation ID: 82de89a2-13b6-4731-8900-abb000064fac e
Resource group: myResourceGroup
Security Center
v Deployment details (Download) Secure your apps an:
Go to Azure security
A Next steps
F .
Setup auto-shutdown Recommended teeiMicrosoft tutor
Start learning today
Monitor VM health, performance and network dependencies Recommended
Run a script inside the virtual machine Recommended Work with an expert
Azure experts are sel
‘ Create another VM 7 who can help manag
and be your first line
. e
Home >

i myvM1  » - X

Virtual machine

|)) bearch (Ctri+)) | « & Connect [> Start ' Restart [] Stop & Capture [i] Delete () Refresh [J Open in mobile
B Overview = A Essentials JSON View
B Activity log Resource group (change) : myResourceGroup Operating system : Windows (Windows Server 2019 Datacenter)
R Access control (AM) Status : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
@ Tags Location : East US Public IP address
_ Subscription (change) : Azure Pass - Sponsorship Virtual network/subnet : myVNet/MySubnet
f PEa g s piohe Subscription ID : b84e07f9-7c40-44da-84d2-ed3bcdd8d354 DNS name
Settings Tags (change) : Click here to add tags

& Networking
Properties  Monitoring  Capabilities (8) Recommendations  Tutorials

& Connect
B Windows Admin Center I virtual machine E Networking
(preview) Computer name myVM1 Public IP address -

& Disks Operating system Windows (Windows Server 2019 Datacenter) Public IP address (IPv6) =

B size Publisher MicrosoftWindowsServer Private IP address 10.1.04

Q Security Offer WindowsServer Private IP address (IPv6) -

@ Advisor recommerndations Plan 2019-datacenter-gensecond Virtual network/subnet myVNet/MySubnet
VM generation V2 DNS name =

! Extensions
Agent status Ready

9
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B Agent version 27414911010 BA Size
a8 Host N Size Standard D2s v3
ost group one
/2 Diagnose and solve problems st VCPUs 2
os -
RAM 8GiB
Settings Proximity placement group - !
@ Networking Colocation status N/A e Disk
& Connect OS disk myVM1_diskl_326297490ed44f1d9b3f665be713c4el

B Availability + scaling
& Windows Admin Center Azure disk encryption Not enabled

Availability zone =
(preview)

Ephemeral OS disk N/A
Scale Set
& Disks Data disks 0
B Size [@] Extensions
~ n Azure Spot
O Security Azure Spot
@ Advisor recommendations

Azure Spot eviction policy -

Create the second VM

G CreateVm- MlcrowfthdowsServerWmdowsServer 201-20210803113123 - Microsoft Azure - Google Chrome
' u

< C' @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7c40-44da-84d2-ed3bcdd8d35.. @ ¢ $
: . ccyaz104030821@outlo...
P Search resources, services, and docs (G+/) @ @ CY DAt oiecioR

Home >

w CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803113123 | Overview » - X

v Deployment

‘/O Search (Ctrl+/) ‘ « [_fﬂ Delete ( aNCe |11 Redeploy O Refresh

@ :
. SR €@ Wed love your feedback! —>

-:J Inputs N
7= outputs @ Your deployment is complete
R Y
=) Template Deployment name: CreateVm-MicrosoftWindowsServer.WindowsS...  Start time: 8/3/2021, 11:33:59 AM
Subscription: Azure Pass - Sponsorship Correlation ID: 1e0e23f4-e133-43bc-a125-f4b54954d1aC 0
Resource group: myResourceGroup
Security Cel
v Deployment details (Download) Secure your
Go to Azure
A~ Next steps
Free Micros
Setup auto-shutdown Recommended ree Micr
Start learnin
Monitor VM health, performance and network dependencies Recommended
Run a script inside the virtual machine Recommended Work with ¢

Azure exper
‘ Create another VM who can hel

and be your

>

10
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Home >

K myvmM2 =2

Virtual machine

[2 Fearch (ctri+n ] « & comect [> start

B Overview “ A Essentials
B Activity log Resource group (change) :
R Access control (IAM) Status

Location

@ Tags

Subscription (change)
f Diagnose and solve problems

Subscription ID

Settings Tags (change)

& Networking

C Restart [] Stop & Capture

myResourceGroup

: Unknown
: East US
: Azure Pass - Sponsorship

: b84e07f9-7c40-44da-84d2-ed3bcdd8d354

: Click here to add tags

Properties  Monitoring  Capabilities (8) Recommendations
& Connect —_—
B Windows Admin Center KA virtual machine
(preview) Computer name myVM2
8 Disks Operating system Windows
B size Publisher MicrosoftWindowsServer
© Security Offer WindowsServer
@ Advisor recommendations Plan 2019-datacenter-gensecond
VM generation V2
] Extensions
Agent status Ready
R R P
Agent version 2.7.41491.1010
@ Tags
Host group None
& Diagnose and solve problems
Host £
Settings Proximity placement group -
& Networking Colocation status N/A
& Connect

R Availability + scaling

B Windows Admin Center Availability zone

(preview)
Scale Set
& Disks
B Size |:-:| Extensions
©  Security :
& Advisor recommendations

] Delete () Refresh

Tutorials

11

[ Open in mobile

Operating system
Size

Public IP address

Virtual network/subnet :

DNS name

ﬁ Networking
Public IP address

: Windows
: Standard D2s v3 (2 vcpus, 8 GiB memory)

myVNet/MySubnet

Public IP address (IPv6) -

JSON View

Private IP address 10105
Private IP address (IPv6) -
Virtual network/subnet myVNet/MySubnet
DNS name =

—

EA Size
Size Standard D2s v3
vCPUs 2
RAM 8GiB

€ Disk
OS disk myVM2_disk1_9¢75622e5dc04faf926fb68efdad620e
Azure disk encryption Not enabled
Ephemeral OS disk N/A
Data disks 0

n Azure Spot
Azure Spot =

Azure Spot eviction policy -
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Connect to myvM1

€ Virtual machines - Microsoft Azure - Google Chrome o | B R
FE VIrLUdl MdUines - MICIOsOILAZL A T (V]
< C @ portal.azure.com/#blade/HubsExtension/BrowseResource/resource Type/Microsoft. Compute%2FVirtualMachines Q W

R Search resources, services, and docs (G+/) anzlmggiﬁigmgm &
Home
Virtual machines = - X
Defaul

+ Create v 2 Switch to classic (1) Reservations v/ Manage view v \)‘ Refresh § Export to CSV ’{O Open query

Filter for any fi Subscription == all Resource group == all X Location == all X *p Add filter
Showing 1 to 2 of 2 records. No grouping v List view v
D Name 7T Subscription Ty Resource group Ty Location Ty Status Ty Operating system Ty  Size Ty Public IP adc
East US Running Windows Standard_D2s_v3
East US Running Windows Standard_D2s_v3
>
Page |1 v |ofl
.
Communicate between VMs
myVM1:
€ myVML1 - Google Chrome o || @R
' Ei MYVIVIL - MICOSOIL Azure AL myvivil A T v
. C @ bst-572c6f5¢c-0b5c-4204-9db0-dd55b24f0955.bastion.azure.com/#/client/bXIWTTEAYwBiaWZyb3N0?trustedAuthority=ht hybridne M %

Recycle Bin fe Server Manager

« Dashboard

Dashboard
Local Server

All Servers

WHAT'S NEW

LEARN MORE

3:40 AM
8/3/2021 D

7 ds

12

SAMPLE SOLUTION ONLY. DO NOT COPY!!



SAMPLE SOLUTION ONLY. DO NOT COPY!!

€ myVM1 - Google Chrome =1 I <3
| B @ =" av v
C @ bst-572c6f5¢c-0b5c-4204-9db0-dd55b24f0955.bastion.azure.com/# %2F% ¢ :

EN Administrator: Windows PowerShell

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.
Recycle Bin

PS C:\Users\vmladmin> ping myvm2

Pinging myvm2.t42vzcutSohebml5z0o31wsbuyb.bx.internal.cloudapp.net [10.1.8.5] with 32 bytes of data:
Reply from 10.1.0.5: bytes=32 time=2ms TTL=128
Reply from 10.1.0.5: bytes=32 time=1ms TTL=128
Reply from 10.1.0.5: bytes=32 time=1lms TTL=128
Reply from 10.1.0.5: bytes=32 time=2ms TTL=128

Ping statistics for 10.1.0.5

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds

Minimum = 1ms, Maximum = 2ms, Average = 1ms
PS C:\Users\vmladmin>

341 AM

= ds 8/3/2021 =

myVM2:

€ myvM2 - Google Chrome o (DT
P e - D pv v

< C @ bst-572c6f5¢c-0b5c-4204-9db0-dd55b24f0955 bastion.azure.com/#/client/bXIWTTIAY

BESTR [ Server Manager - o X

Sh Dashboard v @ I r Manage Tools  View  Help

2 Dashboard WELCOME TO SERVER MANAGER

Local Server

& All Servers

WHAT'S NEW

LEARN MORE

3:45 AM
8/3/2021 D

¥ ds
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€ myVM2 - Google Ch
P EE myvme-miag
< &

EN Administrator: Windows PowerShell

Windows PowerShell

opyright (C) Microsoft Corporation. All rights reserved.
Recycle B-
PS C:\Users\vm2admin> ping myvml

Pinging myvml.

t42vzcutSohebml5zo31wsbuyb.bx.internal.cloudapp.net [10.1.08.4] with 32 bytes of data:
Reply from 10.1.

1

1

1

2v
0. bytes=32 tim TTL=128
Reply from 10.1.0. bytes=32 tim TTL=128
Reply from 10.1.0
Reply from 10.1.0.
I D
Ping statistics for 10.1.0.4:
Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
[Approximate round trip times in milli-seconds:
inimum = 1ms, Maximum = 2ms, Average = 1ms
PS C:\Users\vm2admin> _

= bytes=32 tim TTL=128
4: bytes=32 tim TTL=128

3:47 AM

s 8/3/2021 -

14
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Practice - Routing

Create a virtual network

€ MicrosoftVirtualNetwork-20210803121955 - Microsoft Azure - Google Chrome o [@]%
P A OOV 2020 A
< (67 @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7c40-44da-84d2-ed3bcdd8d354%2Fresourc... Q¥ H
O Search resources, services, and docs (G+/) ity @ 32 cwulmoggiﬂgmg“
Home >
Microsoft.VirtualNetwork-20210803121955 | Overview = - X

Deployment

‘9 Search (Ctrl+/) ‘ « li] Delete ] Redeploy O Refresh

& Overview €@ Wed love your feedback! —>
E Inputs .
@ Your deployment is complete

Y= Outputs

\3 Template

Deployment name: Microsoft.VirtualNetwork-20210803121955  Start time: 8/3/2021, 12:25:38 PM
Subscription: Azure Pass - Sponsorship Correlation ID: a3c21e9f-3f8d-4382-83f0-f51143a2971¢ 0
Resource group: myResourceGroup

Security Center
Vv Deployment details (Download) Secure your apps and infrastructi
Go to Azure security center >
A Next steps

Free Microsoft tutorials
Start learning today >

Work with an expert

Azure experts are service provide
who can help manage your asset
and be your first line of support. .

‘ ' »

Home > Microsoft.VirtualNetwork-20210803121955 >

<.~ myVirtualNetwork » - o

Virtual network

‘/O Search (Ctrl+/) ‘ « O Refresh —> Move v @] Delete

4> Overview

\ Essentials

@ Activity log Resource group (change) Address space
myResourceGroup 10.0.0.0/16

fa. Access control (AM) Location DNS servers
East US Azure provided DNS service

0 Tags

ﬂ Diagnose and solve problems

Settings

> Address space

& Connected devices
<> Subnets

@ DDos protection
& Firewall

9 Security

Create an NVA

Subscription (change)
Azure Pass - Sponsorship

Subscription ID
b84e07f3-7¢c40-44da-84d2-ed3bcdd8d354

Tags (change)
Click here to add tags

Connected devices

JSON View

‘ £ Search connected devices

Device T Type Ty

myBastionHost bastionHosts

IP Address T

Subnet Ty

- AzureBastionSubnet
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SiEfEs]

G CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803123853 - Microsoft Azure - Google Chrome

' BB UICdEVII-VICOSOILWINUOWSSE . A B T v
< (& @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07{9-7c40-44da-84d2-ed3bcdd8d354%2... & ¢ H
soft Azure O Search resources, services, and docs (G+/) i I? &? CCYﬂlmoggiﬁgmnom 6
Home >
& CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803123853 | Overview = X
Deployment

‘p Search (Ctrl+/) ‘ « ]E] Delete ]j] Redeploy O Refresh

o ;
o Oveview @ We'd love your feedback! —>

Q] Inputs

poes
I

= Outputs

@ Your deployment is complete

iy

Template Deployment name: CreateVm-MicrosoftWindowsServer.Windowss...

Subscription: Azure Pass - Sponsorship
Resource group: myResourceGroup

Start time: 8/3/2021, 12:42:02 PM
Correlation ID: d3677e7a-b8b9-417b-b4c8-ccaf8c2add8e

3/

Next steps

Deployment details (Download)

Setup auto-shutdown Recommended

Monitor VM health, performance and network dependencies

Run a script

inside the virtual machine Recommended

Recommended

Security Center
Secure your apj
Go to Azure sec

Free Microsoft

Start learning tc

Work with an e
Azure experts a
who can help
and be your firs -

3

Home > CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803123853 >

2 myVMNVA  »

Virtual machine

| 2 search (ctri+) ‘ « & Connect [> C Restart [] stop & Capture [i] Delete () Refresh [J] Open in mobile
B Overview “ A Essentials JSON Vie
= Activity log Resource group (change) : myResourceGroup Operating system : Windows
82 Access control (IAM) Status : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
Location : East US Public IP address

@ Tags

/2 Diagnose and solve problems

Subscription (change)

: Azure Pass - Sponsorship

Virtual network/subnet : myVirtualNetwork/DMZ

Subscription ID : b84e07f9-7c40-44da-84d2-ed3bcdd8d354 DNS name
Settings Tags (change) : Click here to add tags
@ Networking
Properties  Monitoring  Capabilities (8) Recommendations  Tutorials
& Connect —_—
& Windows Admin Center KA virtual machine }& Networking
(preview) Computer name myVMNVA Public IP address -
8 Disks Operating system Windows Public IP address (IPv6) -
B size Publisher MicrosoftWindowsServer Private IP address 10024
O Security Offer WindowsServer Private IP address (IPv6) -
@ Advicor recorimendations Plan 2019-datacenter-gensecond Virtual network/subnet myVirtualNetwork/DMZ
VM generation V2 DNS name -
! Extensions
- Agent status Not Ready
R Access control 1AM) Agent version Unknown B3 size
Size Standard D2s v3
@ Tags Host group None
Hogt vCPUs 2
Diagnose and solve problems oS, -
& Diag ? RAM 8Gis
Proximity placement group -
Setti
- Colocation status N/A "
& Disk
& Networking
& OS disk myVMNVA _disk]l_e2152f2ae4494a40a7584ea923c25adf
Availability + scaling
& Connect ; Azure disk encryption Not enabled
Availability zone =
B Windows Admin Center Ephemeral OS disk N/A
(preview) Scale Set -
Data disks 0
& Disks
[-:' Extensions
B Size ) K3 Azure Spot
t =
O Ssecurity Azure Spo!
Azure Spot eviction policy -
& Advisor recommendations
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Create a route table

G Microsoft.RouteTable-20210803124554 - Microsoft Azure - Google Chrome \ E \ P
P E VIUOOILROUE e 2020050 A e T
< c @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7¢c40-44da-84d2-ed3bcdd8d354%2Freso... Q@  ¥¢ :
3 : & ccyaz104030821@outlo. [}
P Search resources, services, and docs (G+/) it @ 87 & Y a0
Home >
@ Microsoft.RouteTable-20210803124554 | Overview = - X
Deployment
‘/O Search (Ctrl+/) ‘ « ]ﬁ] Delete O Cance m Redeploy O Refresh

&% Overview @ We'd love your feedback! —>

& Inputs 2
7= Outputs @ Your deployment is complete
>
i) Template PPNl Deployment name: Microsoft.RouteTable-20210803124554 ~ Start time: 8/3/2021, 12:46:46 PM
Subscription: Azure Pass - Sponsorship Correlation ID: dd5dbedd-057f-4661-8eba-c3746f0c8fbk 0

Resource group: myResourceGroup
Security Center
Vv Deployment details (Download) Secure your apps and infrastruct
Go to Azure security center >
A Next steps

Free Microsoft tutorials
-
Start learning today >

Work with an expert

Azure experts are service provide
who can help manage your asset:
and be your first line of support. =

< 3

Home > Microsoft.RouteTable-20210803124554 >

4o myRouteTablePublic » - X
Route table
[0 search (Ctri+)) | « > Move v [i] Delete () Refresh | &7 Give feedback
4 Overview A A Essentials JSON View
B Activity log Resource group (change) : myResourceGroup Associations : 0 subnet associations
Ra Access control (IAM) tacation : EastUS
Subscription (change) : Azure Pass - Sponsorship
€ Tags
Subscription ID : b84e07f9-7c40-44da-84d2-ed3bcdd8d354
¢ Diagnose and solve problems
Tags (change) : Click here to add tags
Settings
Routes
&= Configuration ‘/o Search routes
‘4 Routes Name Ty Address prefix 1y Next hop type 1y Next hop IP address N
<> Subnets No results.
{Il Properties
Subnets
B Locks -
‘ P Search subnets
Monitoring Name Ty Address range T Virtual network Ty Security group ™
N Alerts No results.
Automation

Create a route

18
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Home > myRouteTablePublic

4o myRouteTablePublic | Routes =

Route table
‘ O Search (Ctrl+/) ‘ « -+ Add
A Overview ‘ P Search routes
& Activity log Name T Address prefix T Next hop type ™ Next hop IP address

% Access control (IAM) ToPrivateSubnet 10.0.1.0/24 Virtual appliance 10.0.24
¢ Tags
/? Diagnose and solve problems
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Associate a route table to a subnet

€ myVirtualNetwork - Microsoft Azure - Google Chrome

&« C @ portal.azure.com/#@ccyaz104030821outlook.onmicrosoft.com/resource/subscriptions/b84e07f9-7c40-44da-84d2-ed3bcdd8d354/resourceGroups/myResourc... @ ¥

® s &

ccyaz104030821@outlo... @
DEFAULT DIRECTORY @i

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Virtual networks > myVirtualNetwork

Virtual networks « +.~ myVirtualNetwork | Subnets - X
Default Directory Virtual network
4

| Create £33 Manage view v Search (Ctrl+/) « ~+ Subnet -+ Gateway subnet () Refresh 82 Manage users [il] Delete

4> Overview
| Filter for any field.. O Search subnets

Name T & Activity log
4> myVirtualNetwork Vo R Access control (IAM) Name T Pva Ty 1Pv6 Ty Available IPs Ty, Delegated
@ Tags Private 10.0.1.0/24 - 251 -
&2 Diagnose and solve problems DMZ 10.0.2.0/24 s 250 ,
Settings AzureBastionSubnet 10.0.3.0/24 = 248 -
4> Address space Public 10.0.0.0/24 - 251 ~
< »

& Connected devices
<> Subnets

DDoS protection

Firewall

e ® @

Security

Page |1 Vv |of1l DNS servers

Turn on IP forwarding

¢ myvmnva878 - Microsoft Azure - Google Chrome

<« (6 @ portal.azure.com/#@ccyaz104030821outlook.onmicrosoft.com/resource/subscriptions/b84e07f9-7c40-44da-84d2-ed3bcdd8d354/resourceGroups/myResourc... @ ¥

@ & 7 &  coyazl04030821@outlo.. @

Microsoft Azure 0 Search resources, services, and docs (G+/)
DEFAULT DIRECTORY &

Home > Virtual machines > myVMNVA > myvmnva878

g myvmnva878 | IP configurations - X

" Network interface

| o search (Ctri+) « + Add () Refresh

@8 Overview = forwarding settings

B Activity log 1P forwarding Disabled
A Access control (IAM) Virtual network myVirtualNetwork

@ Tags

IP configurations

Settings Subnet * DMZ (10.0.2.0/24) ¥

B 1P configurations
‘ R Search IP configurations
B2 DNS servers
Name IP Version Type Private IP address Public IP address
Network security group
ipconfigl 1Pv4 Primary 10.0.2.4 (Dynamic) -
i Properties

E] Locks

Monitoring

Bl Alerts

Metrics

20
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Create public and private virtual machines

Public VM

G CreateV 201-20210803125731 - Microsoft Azure - Google Chrome
' WA LTEdlEVIN-IVIICTOSOIWINAOWS St A
< C' @ portal.azure.com/#blade/HubsExtension/DeploymentDetailsBlade/overview/id/%2Fsubscriptions%2Fb84e07f9-7c40-44da-84d2-ed3bcdd8d354%2Fresourc... & ¥
- 7 &1 ccyaz104030821@outl
R Search resources, services, and docs (G+/) biE @ 32 R Y p s
Home >

w CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803125731 | Overview

e Deployment

L Search (Ctrl+/)

‘ « IE Delete ] Redeploy O Refresh

Overview
Inputs
7= Outputs

Template

O We'd love your feedback! —>

@ Your deployment is complete
Deployment name: CreateVm-MicrosoftWindowsServer.Windowss...

Subscription: Azure Pass - Sponsorship
Resource group: myResourceGroup

v Deployment details (Download)
A Next steps

Setup auto-shutdown Recommended

Start time: 8/3/2021, 1:00:53 PM
Correlation ID: 212b7290-e4eb-4079-9f25-3deb72a7b92!

3/

Security Center
Secure your apps and inft
Go to Azure security cent

Free Microsoft tutorials
Start learning today >

Monitor VM health, performance and network dependencies Recommended
Run a script inside the virtual machine Recommended Work with an expert
Azure experts are service
‘ Create another VM who can help manage yo
and be your first line of st
‘ “ >
Home > CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803125731 >
K1 myVMPublic  » X
Virtual machine
| o Search (Ctri+/) ‘ « & connect [> Stat C Restart [] Stop 13 Capture [i] Delete () Refresh [} Open in mobile
Overview = A Essentials JSON View
Activity log Resource group (change) : myResourceGroup Operating system : Windows

Access control (TAM)

Tags

S e ¥ o @

Diagnose and solve problems

Settings
& Networking
Connect

& Windows Admin Center
(preview)

Disks

Size

Security

Advisor recommendations

& Extensions

Status : Running

Location : East US

Subscription (change)

Subscription ID

Tags (change)
Properties

I virtual machine
Computer name
Operating system
Publisher
Offer
Plan
VM generation

Agent status

Monitoring

: Azure Pass - Sponsorship

: b84e07f9-7c40-44da-84d2-ed3bcdd8d354

: Click here to add tags

Capabilities (8) Recommendations Tutorials

myVMPublic

Windows
MicrosoftWindowsServer
WindowsServer
2019-datacenter-gensecond
V2

Not Ready

21

Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
Public IP address

Virtual network/subnet : myVirtualNetwork/Public

DNS name

& Networking
Public IP address
Public IP address (IPv6)
Private IP address
Private IP address (IPv6)
Virtual network/subnet

DNS name

10.0.04

myVirtualNetwork/Public
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A Access control (IAM)
€ Tags

/2 Diagnose and solve problems

Settings
& Networking
& Connect

& Windows Admin Center
(preview)

Disks
Size

Security

LR -T - ]

Advisor recommendations

Agent version Unknown
Host group None
Host -

Proximity placement group -

Colocation status N/A

Availability + scaling
Availability zone -

Scale Set -

Extensions

22

u Size
Size
vCPUs
RAM

& Disk
OS disk
Azure disk encryption
Ephemeral OS disk
Data disks

u Azure Spot
Azure Spot

Standard D2s v3
2
8GiB

myVMPublic_disk1_6fe78cdf7f4e4824b62658ab969aasfe
Not enabled

N/A

0

Azure Spot eviction policy -
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Private VM

€ CreateVm-Micro indowsServerWi

201-20210803130347 - Microsoft Azure - Google Chrome

Microsoft Azure P Search resources, services, and docs (G+/) @ 8?2 & ccyaz104030821@outlo... @

DEFAULT DIRECTORY @

Home >

» CreateVm-MicrosoftWindowsServer.WindowsServer-201-20210803130347 | Overview » - X
e Deployment
\p Search (Ctrl+/) « li] Delete iy} Redeploy (O Refresh

o .
. U € We'd love your feedback! —

& Inputs

7= Outputs @ Your deployment is complete

Template

iy

Deployment name: CreateVm-MicrosoftWindowsServer.WindowsS... ~ Start time: 8/3/2021, 1:06:02 PM
Subscription: Azure Pass - Sponsorship Correlation ID: 82ae3c46-fad2-4ec3-8831-788878d5afld 0
Resource group: myResourceGroup
Security Center
\ Deployment details (Download) Secure your apps and infrastruct]
Go to Azure security center >
A Next steps

Free Microsoft tutorials
Setup auto-shutdown Recommended

Start learning today >
Monitor VM health, performance and network dependencies Recommended
Run a script inside the virtual machine Recommended Work with an expert
Azure experts are service provids
‘ Create another VM who can help manage your asset
and be your first line of support,|

Find an Azure expert >

Home > CreateVm-MicrosoftWindowsServer.WindowsServer-201-202108031.

K1 myVMPrivate » - X

Virtual machine

| 2 Search (Ctrl+/) ‘ « & Connect [> C Restart [] Stop & Capture [i] Delete () Refresh [J Open in mobile
B Overview = ~ Essentials JSON View
E Activity log Resource group (change) : myResourceGroup Operating system : Windows (Windows Server 2019 Datacenter)
8 Access control (IAM) Status : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
Location : EastUS Public IP address
® Tags
Subscription (change) : Azure Pass - Sponsorship Virtual network/subnet : myVirtualNetwork/Private
£ Diagnose and solve problems
Subscription ID : b84e07f3-7c40-44da-84d2-ed3bcdd8d354 DNS name
Settings Tags (change) : Click here to add tags

2 Networking

Properties  Monitoring  Capabilities (8) Recommendations  Tutorials
& Connect _
%

Windows Admin Center I3 virtual machine ﬁ Networking
(preview) Computer name myVMPrivate Public IP address
8 Disks Operating system Windows (Windows Server 2019 Datacenter) Public IP address (IPv6) -
B size Publisher MicrosoftWindowsServer Private IP address 100.14
Q Security Offer WindowsServer Private IP address (IPv6) -
& Aivisor recominendations Plan 2019-datacenter-gensecond Virtual network/subnet myVirtualNetwork/Private
VM generation V2 DNS name -
& Extensions
- Agent status Ready
8 Access control (IAM) Agent version 27414911010 B3 size
Size Standard D2s v3
€ Tags Host group None
Host vCPUs 2
Diagnose and solve problems 08
7 9 P RAM 8GiB
Proximity placement group -
Setti
a4 Colocation status N/A "
& Disk
& Networking
= OS disk myVMPrivate_diskl_54223a4b01bf40248ba6ffal7b9e8655
Availability + scaling
& Connect Availabilit Azure disk encryption Not enabled
wvailability zone &
B Windows Admin Center Ephemeral OS disk N/A
(preview) Scale Set £
Data disks 0
€ Disks = 5
m/ Extensions
B Size - K3 Azure Spot
Q Security Azure Spot =
Azure Spot eviction policy -
& Advisor recommendations

23
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Route traffic through an NVA

Configure firewall

€ myVMprivate - Google Chrome: o & | &

C @ bst-613f8a49-30f4-4280-9f6a-2f97ca578bla.bastion.azure.com/#/client/bXIWTVByaXZhdGUAYwBiaWZyb3NO0?t

EN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\vmp2admin> New-NetFirewallRule ICMPv4

IName {2bdd7e86-d43b-4e52 bB44dffb38de}
DisplayName Allow ICMPv4-In

Description <

DisplayGroup

Group

Enabled

Profile

Platform

Direction

Action

EdgeTraversalPolicy

LooseSourceMapping

LocalOnlyMapping

jOwner

PrimaryStatus

Status The rule was parsed successfully from the store. (65536)
EnforcementStatus NotApplicable

PolicyStoreSource PersistentStore

PolicyStoreSourceType Local

PS C:\Users\vmp2admin> _

6:02 AM
8/3/2021 o

7 ds

ent/bXIWTVByaXZhdGUAYwBiaWZyb3NO0?

EN Administrator: Windows PowerShell

Windo PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
Recycle B
PS C:\Users\nvaladmin> Set-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters IpEnableRoy|
ter 1
PS C:\Users\nvaladmin> Restart

6:06 AM
8/3/2021

7 ds

N

25
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€ myVMPrivate - Google Chrome = P
y g

¢ @& bst-613f8a49-30f4-4280-9f6a-2f97ca578b1a.bastion.azure.com/#/client/bXIWTVByaXZhdGUAYwBiaWZyb3NO

EN Administrator: Windows PowerShell myVMPublic

indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
Recy
\vmpladmin> New-NetFirewallRule

Name : {d@4cefc2-dc5b-42e4-a72e-bB43ca599%ef7
DisplayName

Description

DisplayGroup

Group

Enabled

Profile

Platform

Direction

Action

EdgeTraversalPolicy

LooseSourceMapping

LocalOnlyMapping

Owner :

PrimaryStat : 0K

Status : The rule was parsed succe ully from the store.
EnforcementStatus : NotApplicable

PolicyStoreSource : Per entStore

PolicyStoreSourceType

sers\vmpladmin> _

611 AM
8/3/2021

7 ds

c @ bst-613f8a49-30f4-4280-9f6a-2f97ca578bla.bastion.azure.com/#/client/bXIWTVByaXZhdGUAYwBiaWZyb3N0?trusted Authority=https:%2F%2Fhybridn

E EN Administrator: Windows PowerShell myVMPublic

RecyName
DisplayName
Description
DisplayGroup
Group
Enabled
Profile
Platform
Direction
Action
EdgeTraversalPolicy
LooseSourceMapping
LocalOnlyMapping
Owner
PrimaryStatus
Status : The rule was parsed successfully from the store.

EnforcementStatus
PolicyStoreSource
PolicyStoreSourceType

NotApplicable
PersistentStore
Local

Y .internal.cloudapp.net [10.0.2.4]
myvmprivate.internal.cloudapp.net [10.0.1.4]

Trace complete.
PS C:\Users\vmpladmin> _

613AM
P e o ==l T ds 8/3/2021 -
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€ myVMPrivate - Google Chrome: o @ | =

e & bst-613f8a49-30f4-4280-9f6a-2f97ca578b1a.bastion.azure.com/#/client/bXIWTVByaXZhdGUAYwBiaWZyb3N0?trustedAuthority=https:%2F%2Fhyb

EN Administrator: Windows PowerShell O
E DisplayGroup :

Group

Recycle BEnabled
Profile
Platform
Direction
Action
EdgeTraversalPolicy : Block
LooseSourceMapping : False
LocalOnlyMapping : False
Owner :
PrimaryStatus : 0K
Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable
PolicyStoreSource : PersistentStore
PolicyStoreSourceType : Local

Users\vmp2admin>
C:\Users\vmp2admin> mstsc /v:myvmnva

C:\Users\vmp2admin>
yvmprivate\vmp2admin
\Users\vmp2admin> tracert myvmprivate

Tracing route to myVMPrivate [fe80@::ad4ca:b873:bbd@:b@9e%4]
over a maximum of 3@ hops:

1 <1ms <1 ms <1 ms myVMPrivate.rzltrghlqwhe31lp3tyyeqodz2b.b: nternal.cloudapp.net [fe8
9e]

Trace complete.

PS C:\Users\vmp2admin>

( 615 AM
- e = = e g0 ~
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€ Advisor - Microsoft Azure - Google Chrome:

< &

@ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/overview

Microsoft Azure

P Search resources, services, and docs (G+/)

Home

Search (Ctrl+/) «
& Overview

© Advisor Score (preview)

Recommendations
& Cost

@ Security

@ Reliability

Q Operational excellence
4n Performance

All recommendations

Monitoring

KN Alerts (Preview)

=) Recommendation digests
Settings

3% Configuration

@ Advisor | Overview =

Q Feedback ¥ Download as CSV

L Download as PDF  [g Try the new Advisor Score (preview)

@ Try the new Advisor score experience to better prioritize recommendations and measure impact. —>

Subscriptions: Azure Pass - Sponsorship

E Cost

o

You are following all of our cost
recommendations
See list of cost recommenda

P S R

| Active

ccyaz104030821@outlo...
DEFAULT DIRECTORY

0 Security

V)

You are following all of our security
recommendations
See list of security recommendations

RR vl

@ Reliability

o

You are following all of our reliability
recommendations
reliability recommendations

f

See list

G Advisor - Microsoft Azure - Google Chrome

< (&

@ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/overview

Microsoft Azure

A Search resources, services, and docs (G+/)

Home >

O Search (Ctrl+/) | «

e

& Overview

© Advisor Score (preview)

Recommendations

m

Cost
Security

Reliability

o ® Q@

Operational excellence

A Performance

All recommendations

Monitoring

R Alerts (Preview)

2 Recommendation digests
Settings

= Configuration

o Advisor | Overview =

Q Feedback L Download as CSV

v Download as PDF % Try the new Advisor Score (preview)

@ Trv the new Advisor score experience to better prioritize recommendations and measure impact. =

Q Operational excellence

o

You are following all of our operational
excellence recommendations
See list of opera

nal excellence
recommendations

€ Tips & tricks

il Performance

o

You are following all of our performance
recommendations
See list of performance recommendations

Download recommendations as CSV

ccyaz104030821@outlo... @
DEFAULT DIRECTORY &0

®s 2B

Try Advisor Score
Preview the new Advisor score experience

today. Easily prioritize recommendations,
track progress, and measure impact.

Download recommendations as PDF

Is Advisor helpful?
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‘,-' Advisor - Microsoft Azure - Google Chrome

¢ @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/Cost

@ & 7 &  coyazl0403082i@outlo.. @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @

Home > Advisor

&= Advisor | Cost » - X
=1

‘ P Search (Ctrl+/) « Q Feedback £ Download as CSV \} Download as PDF = Create alert - Create recommendation digest % Try the new Advisor Score (preview)

® Overview B Subscriptions: Azure Pass - Sponsorship Active v ‘ No grouping v

© Advisor Score (preview)

Recommendations
& Cost

0 Security

E——
@ Reliability r
] Operational excellence

&4 Performance

All recommendations

You are following all of our cost recommendations for the selected subscriptions and resources.
See list of cost recommendations

Monitoring
BN Alerts (Preview)

\

Recommendation digests

Settings = Are these recommendations helpful

[a @[ =

€ Advisor - Microsoft Azure - Google Chrome

t C @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/Security

ccyaz104030821@outlo... @

i Search resources, services, and docs (G+
Microsoft Azure 2 (G+/) DEFAULT DIRECTORY @

Home > Advisor

0O Advisor | Security # - X

| P search (Ctrl+/) « Q Feedback ¥ DownloadasCSV L Download as PDF  [F] Try the new Advisor Score (preview)

& Overview ) Subscriptions: Azure Pass - Sponsorship No grouping N

o Advisor Score (preview)

y . . T .
A4 Your security experience may be limited. Click here to learn more —
Recommendations

B Cost

@ security

@ Reliability

Q Operational excellence

A Performance

All recommendations

You are following all of our security recommendations for the selected subscriptions and resources.
Monitoring See list of security recommendations

BN Alerts (Preview)

2 Recommendation digests

© To see more about Secure Score and Security recommendations, visit Security Center

Settings - Are these recommendations helpful?
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(-' Advisor - Microsoft Azure - Google Chrome

< c @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/HighAvailability

ccyaz104030821@outlo... @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @

Home > Advisor

L) Advisor | Reliability = - X

‘ P Search (Ctrl+/) « Q Feedback £ Download as CSV \} Download as PDF = Create alert - Create recommendation digest % Try the new Advisor Score (preview)

® Overview - Subscriptions: Azure Pass - Sponsorship Active v No grouping v
© Advisor Score (preview)

Recommendations

& Cost

Security

e Q@

Reliability
] Operational excellence
il Performance
B All recommendations . o . L
You are following all of our reliability recommendations for the selected subscriptions and resources.
o See list of reliability recommendations
Monitoring
BN Alerts (Preview)

\

Recommendation digests
Settings - Are these recommendations helpful?

€ Advisor - Microsoft Azure - Google Chrome

c @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/All

ccyaz104030821@outlo... @

i Search resources, services, and docs (G+
Microsoft Azure L (G+/) DEFALT DIRECTORY @D

Home > Advisor

Advisor | All recommendations = - X
| o search (Ctrl+/) « Q Feedback ﬁ Download as CSV & Download as PDF -+ Create alert |- Create recommendation digest Eﬁ Try the new Advisor Score (preview)
® Overview ) Subscriptions: Azure Pass - Sponsorship Active v ‘ No grouping v ‘

o Advisor Score (preview)

Recommendations
& Cost

0 Security

@ Reliability

Q Operational excellence

A1 Performance

8 All recommendations . . n
You are following all of our recommendations for the selected subscriptions and resources.

spen See list of all recommendations
Monitoring
Bl Alerts (Preview)

2 Recommendation digests

Settings - Are these recommendations helpful?
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‘,-' Advisor - Microsoft Azure - Google Chrome

¢ @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/configuration

ccyaz104030821@outlo... @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @i

Home > Advisor

5o Advisor | Configuration - X
—0

‘ P Search (Ctrl+/) « Resources  Rules

@ Advisor Score (preview) . . ) .
You can configure Advisor to exclusively process recommendations for resources that matter to you the most. Learn more

Recommendations

B Cost Subscription Include
@ security v Azure Pass - Sponsorship
@ Reliability (4] az104-05-rg2
® Operational excellence [‘J az104-03a-rg3 v
A Performance [#4) NetworkwatcherrG
All recommendations ( ‘] myResourceGroup
Monitoring [ ‘.J #2104:05490
Bl Alerts (Preview) (%) az104-05-rg1
3 Recommendation digests [¥4] cloud-shell-storage-southeastasia ;

Settings [ ‘ Cancel

=% Configuration

€ Advisor - Microsoft Azure - Google Chrome

c @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/configuration

@ & 2 A ccyaz104030821@outlo... @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @i

Home > Advisor

o Advisor | Configuration - X

| © Search (Ctrl+/) « Resources  Rules

@ Advisor Score (preview)
You can configure Advisor to exclusively process recommendations for resources that matter to you the most. Learn more

Recommendations

az104-05-rg0

)|

Monitoring s
(%] az104-05-rg1

4

ER Alerts (Preview)

& Cost Subscription Include

@ security b Azure Pass - Sponsorship (m]

@ Reliability (%] az104-05-rg2

® Operational excellence l ‘] az104-03a-rg3

44 Performance [#4) NetworkwatcherrG O
All recommendations (%] myResourceGroup

B X . [ cloud-shell-storage-southeastasia
= Recommendation digests X -

Settings B [ cancel

% Configuration
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‘,-' Edit recommendation rule - Microsoft Azure - Google Chrome

¢ @ portal.azure.com/#blade/Microsoft_Azure_Expert/AdvisorMenuBlade/configuration

@ & 7 &  coyazl0403082i@outlo.. @

Microsoft Azure P Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @i

Home > Advisor Edit recommendation rule x
—o- Advisor | Configuration
—0-

Recommendation rule

‘ P Search (Ctrl+/) « Resources Rules

- CPU utilization < | 10 v %
@ Advisor Score (preview) . : i
You can configure the rules used by Advisor to compute recommendations. Learn more

Recommendations Target subscriptions

B Cost Right-size or shutdown low usage virtual machines Azure Pass - Sponsorship
0 Security

Q Reliability 1 selected / Edit

R Operational excellence R e

4l Performance Azure Pass - Sponsorship CPU utilizatit

8 All recommendations

Monitoring
Bl Alerts (Preview)
=) Recommendation digests

Settings Apply | cancel

=% Configuration
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Practice — Azure Network Watcher

Exercise 1: Prepare infrastructure for Azure Network Watcher-based monitoring

Task 1: Deploy Azure VMs, an Azure Storage account, and an Azure SQL Database instance by using Azure Resource Manager
templates

P Search resources, services, and docs (G+/)

All services > Resource groups >

ccyaz104030821@outlo.

DEFAULT DIRECTORY

Resource groups « () az1010301b-RG = X
Default Directory Resource group
-+ Create @ Manage view ‘}7 Search (Ctrl+/) ‘ « -+ Create == Edit columns EI Delete resource group O Refresh & Export to CSV % Open query
4 i = A Essentials JSON View
| Filter for any field... @i Overview
N Iy B Activity log Subscription (change) Deployments
ame. Azure Pass - Sponsorship 1 Succeeded
() az1010301b-RG R Access control gAM) Subscription ID Location
@ Tags b84e079-7c40-44da-84d2-ed3bcdd8d354 East US
(%) 221010302b-RG
Everits Tags (change)
(%) az104-10-rg1 Click here to add tags
- - - =+ Settings -
(8 sl shilieiciegs southesitada 0 [ Filter for any field.. Type==all X  Llocation==all X g Addfiter
(%) NetworkWatcherRG +s+ @ Resource costs
Showing 1 to 9 of 9 records. D Show hidden types © ‘ No grouping v ‘ I List view v
& Deployments
O Security ] Name Type Ty Location Ty
R Policies O 3z1010301b-db1 (sql1010301bf7m66hlazzSpw/az101030- SQL database East US
25 Properties D & 221010301b-nicl Network interface East US .
& Locks D @ 2z1010301b-nsgl Network security group East US
. D B 221010301b-pipl Public IP address East US
Monitoring
D B3 371010301b-vm1 Virtual machine East US 8
@ Insights (preview)
R
_— B D & 271010301b-vm1_disk1_565c¢d283b1984698851c3ade62- Disk East US ses
35 Properties
D 4-> az1010301b-vnetl Virtual network East US 0%
8 Locks
= 2z1010301bf7m66hlazzSpw Storage account East US L)
Monitoring =3
D & sql1010301bf7m66hlazzSpw SQL server East US
@ Insights (preview)
All services > Resource groups >
Resource groups « (e az1010302b-RG = 3
Default Directory Resource group
-+ Create @3 Manage view v [,0 Search (Ctrl+/) ‘ « -+ Create Edit columns ]ﬁ] Delete resource group O Refresh & Export to CSV °\'§ Open query
4 = A Essentials JSON View
‘ Filter for any field... ovuicy
2 @ Activity log Subscription (change) Deployments
Name Azure Pass - Sponsorship 1 Succeeded
(%) 2z1010301b-RG R Access control gAM) Subscription ID Location
@ Tags b84e07f9-7c40-44da-84d2-ed3bcdd8d354 EastUS 2
() az1010302b-RG
Evaits Tags (change)
(%) az104-10-rg1 Click here to add tags
4 & - +++  Settings T —
(5] cloud-shell staragecsouttieastasia 4 ‘ Filter for any field... ‘ Type == all X Location == all X *7 Add filter
(%) NetworkWatcherRG «s+ @ Resource costs
Showing 1 to 6 of 6 records. D Show hidden types @ ‘ No grouping v \ [ List view v
&, Deployments
© Security [ Name © Type Ty Location Ty
B Policies D 8 221010302b-nicl Network interface EastUS 2 23
25 Properties D @ 221010302b-nsgl Network security group EastUS 2 .
8 Locks I:] B 221010302b-pipl Public IP address EastUS 2 .
D B3 571010302b-vm2 Virtual machine East US 2
Monitoring
° D & 2z1010302b-vm2_OsDisk_1_44048e652c04460183c34e44- Disk East US 2 1
Tncinhte (nraview)
moninng X
D 4> az1010302b-vnet2 Virtual network East US 2
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All services > Resource groups

Resource groups

Default Directory

Create £33 Manage view

| Filter for any field..

Name T

az1010301b-RG

az1010302b-RG

az104-10-rg1

cloud-shell-storage-southeastasia

NetworkWatcherRG

(%) NetworkWatcherRG = X
“ Resource group
Search (Ctrl+/) ‘ « Create == Edit columns D Delete resource group C) Refresh ¥ Exportto CSV  “5 Open query
% Overview =/ Essentials JSON View
& Activity log Subscription (change) Deployments
Azure Pass - Sponsorship No deployments
. Access control (1AM) Subscription ID Location
@ Tags b84e07f9-7c40-44da-84d2-ed3bcdd8d354 East US
Evsits Tags (change)
Click here to add tags
Settings —_— . 2
Filter for any field.. Type == all X Location == all X ¥ Add filter
. @ Resource costs
Showing 1 to 2 of 2 records. D Show hidden types © ‘ No grouping v List view v
& Deployments
© Security ] Name * Type Ty Location Ty
B Policies D NetworkWatcher_eastus Network Watcher East US
S5 Properties [ ® NetworkWatcher_eastus2 Network Watcher EastUS 2
8 Locks
Monitoring

@ Insights (preview)

Task 2: Enable Azure Network Watcher service

‘," Network Watcher - Microsoft Azure - Google Chrome

> C

@ portal.azure.com/#blade/Microsoft_Azure_Network/NetworkWatcherMenuBlade/overview

Microsoft Azure

A Search resources, services, and docs (G+/)

All services

Network Watcher

Microsoft

| «

| £ search (ctrl
@ Overview

& Get started

Monitoring
% Topology
K4 Connection monitor (classic)

@ Connection monitor

@ Network Performance Monitor

Network diagnostic tools

: ]

IP flow verify

@ NSG diagnostic

@ Next hop

Effective security rules
€ VPN troubleshoot
@ Packet capture

a

Connection troubleshoot

I

Add € Manageview v () Refresh & ExporttoCSV 5 Open query

| Filter for any field.. | Subscription == all Resource group == all X

Showing 1 to 2 of 2 records.

|:| Name T

O 2 Networkwatc

[ 2 NetworkWatcher_eastus2

Page |1 v |ofl

Location == all X

Subscription Ty
Azure Pass - Sponsorship

Azure Pass - Sponsorship

Q Feedback

¥ Add filter

No grouping

ccyaz104030821@outlo... @
DEFAULT DIRECTORY @0

X
v List view v
Location Ty
East US
East US 2

Task 3: Establish peering between Azure virtual networks
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1010301b-vnetl - Microsoft Azure - Google Chrome

a;
il ¢4LULUSULD-VIIELL - MICTOSOIL A gy Udsnovald A -

¢
)

< c

Microsoft Azure P Search resources, services, and docs (G+/)

All services > Virtual networks > az1010301b-vnetl

[ fe=]

@& portal.azure.com/#@ccyaz104030821outlook.onmicrosoft.com/resource/subscriptions/b84e07f9-7c¢40-44da-84d2-ed3bcdd8d354/resourceGroups/az1010301... v ° :

ccyaz104030821@outl

DEFAULT DIRECTORY

¢y az1010301b-vnetl | Peerings X
Virtual network
‘/O Search (Ctrl+/) ‘ « + Add (O Refresh
@ Firewall P Filter by name... | Peering status == all
Securit;
© 2 [] Name Ty Peering status Ty Peer Ty Gateway transit Ty
&= DNS servers
[:] az1010301b-vnet1-to-az1010-- Connected az1010302b-vnet2 Disabled yee
“8§ Peerings
& Service endpoints
<}y Private endpoints
11! Properties
B Locks
Monitoring
BN Alerts
4 »
G az1010301b-vnetl-to-az1010302b-vnet2 - Microsoft Azure - Google Chrome \ =} Hﬂ &3
< (6 @ portal.azure.com/#@ccyaz104030821outlook.onmicrosoft.com/resource/subscriptions/b84e07f9-7c40-44da-84d2-ed3bcdd8d354/resourceGroups/az101... @ ¥t e :

S e o e

All services > Virtual networks > az10. b-vnetl

X az1010301b-vnetl-to-az1010302b-vnet2

This virtual network
Peering link name
221010301b-vnet1-to-2z1010302b-vnet2

ateway transit T, Peering status

Connected
isabled
Peering state
Succeeded

Traffic to remote virtual network ©
(@ Allow (default)

) Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network ©
QO Allow (default)

(®) Biock traffic that originates from outside this virtual network

Virtual network gateway or Route Server O

(® None (default)

Remote virtual network

Remote Vnet Id

10103026 7 Netw

ccyaz104030821@outh

DEFAULT DIRECTORY

35

SAMPLE SOLUTION ONLY. DO NOT COPY!!




